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CCNA Security ðPart III
Virtual Private Networks (VPN)

Based on CCNA Security 210-260 Official Cert Guide



Chapter 5
Fundamentals of VPN Technology and Cryptography
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ÅUnderstanding VPNs and why we use them

ÅCryptography basic components

ÅPublic key infrastructure

ÅPutting the pieces of PKI to work
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Fundamentals of VPN Technology



ÅIPsec

ÅImplements security of IP packets at Layer 3 of the OSI model, and can be 
used for site-to-site VPNs and remote-access VPNs.

ÅSSL

ÅSecure Sockets Layer implements security of TCP sessions over encrypted 
SSL tunnels of the OSI model, and can be used for remote-access VPNs (as 
well as being used to securely visit a web server that supports it via 
HTTPS).

ÅMPLS

ÅMultiprotocol Label Switching and MPLS Layer 3 VPNs are provided by a 
service provider

4

Types of VPN technologies



ÅRemote-Access VPN

ÅSite-to-Site VPN
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Two main types of VPNõs



ÅConfidentiality 

ÅConfidentiality means that only the intended parties can understand the 
data that is sent.

ÅData integrity 

ÅData can not be changed or modified in transit ðreceiver will notice 

ÅAuthentication

ÅIdentity of remote user known

ÅAntireplayprotection

ÅPacket or packet sequence cannot be retransmitted
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Main benefits of VPNõs



ÅA cipher is a set of rules or algorithms how to perform encryption 
and decryption

ÅSubstitution:This type of cipher substitutes one character for another 
(CAESAR) 

ÅPolyalphabetic:This is similar to substitution, but instead of using a single 
alphabet, it could use multiple alphabets and switch between them by 
some trigger character in the encoded message (ENIGMA)

ÅTransposition: This uses many different options, including the 
rearrangement of letters. Modern Ciphers use complex forms of 
transpositions called block ciphers. 
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Ciphers and keys



ÅBlock Ciphers

ÅA block cipher is a symmetric key (same key to encrypt and decrypt) cipher 
that operates on a group of bits called a block. A block cipher encryption 
algorithm may take a 64-bit block of plain text and generate a 64-bit block 
of cipher text.

ÅAdvanced Encryption Standard (AES)

ÅTriple Digital Encryption Standard (3DES)

ÅBlowfish

ÅDigital Encryption Standard (DES)

ÅInternational Data Encryption Algorithm (IDEA)
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Block and stream ciphers



ÅStream Ciphers

ÅA stream cipher is a symmetric key cipher (same key to encrypt as decrypt), 
where each bit of plaintext data to be encrypted is done 1 bit at a time 
against the bits of the key stream, also called a cipher digit stream

ÅAn advantage of stream ciphers in military cryptography is that the cipher 
stream can be generated in a separate box that is subject to strict security 
measures
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Stream ciphers



ÅSymmetric algorithm

ÅUse the same key to encrypt and decrypt

ÅKey distribution: How will the intended receiver get the key

ÅExamples:

ÅDES - Data Encryption Standard

Å3DES ðTriple DES

ÅAES ðAdvanced Encryption Standard (Best practice)

ÅIDEA - International Data Encryption Algorithm

ÅRC2, RC4, RC5, RC6 - Rivestcipher

ÅBlowfish
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Symmetric encryption Algorithms



ÅAsymmetric algorithms use different encryption and decryptions 
keys

ÅThe keys are mathematically bound together

ÅHigh cost in CPU power

ÅExamples:

ÅRSA - Named after Rivest, Shamir, and Adleman, who created the algorithm

ÅDH - Diffie-Hellman key exchange protocol
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Asymmetric Algorithms



Encryption: Symmetrical keys
ÅSame keyusedwith encryptionand decryption

ÅSymmetricalcipher examples:
ÅDES: 56 bit key

Å3DES: three different 56 bit keys

ÅAES: 128, 192 and 256 bit keys



Encryption with  Asymmetric keys

ÅAssymetricalkeysusesdifferent keysfor encryptionand decryption

ÅAlice generates a public and a secretkey. The public key is sent to 
Bob

ÅBob encryptshis messagewith the public keyand transmits the 
encyptedmessageto Alice

ÅAlice decryptsthe messagewith the secretkey.

ÅRSA is a assymmetricencryptioncipher
ÅKey size1024 to 4096 typical



Diffie and Hellman

ÅDr. Whitfield Diffie

ÅBachelor of science mathmatics

ÅRetiredbut studyingsecurityin 
grid computing

ÅMartin Hellman

ÅProfessor Emeritus from Stanford 
University

ÅRetired



Diffie-Hellman key exchange

ÅUses mathematical one-way functions

ÅSecurity based on huge prime numbers

ÅBrute force attacks would take years

ÅMathematics out of scope in this course

ÅDifferent Diffie-Hellman groups

ÅDH Group 1 = 768 bit

ÅDH Group 2 = 1024 bit

ÅDH Group 5 = 1536 bit

ÅHigher group numbers are more secure



Diffie-Hellman key exchange

ÅUses mathematical one-way functions

ÅSecurity based on huge prime numbers

ÅBrute force attacks would take years

ÅMathematics out of scope in this course

ÅDifferent Diffie-Hellman groups

ÅDH Group 1 = 768 bit

ÅDH Group 2 = 1024 bit

ÅDH Group 5 = 1536 bit

ÅHigher group numbers are more secure

A 1024 bit prime:

17976931348623159077083915679378745319

7860296048756011706444423684197180216

1585193689478337958649255415021805654

8598050364644054819923910005079287700

3355816639229553136239076508735759914

82257486257500742530207744771258955095

79377784244424266173347276292993876687

0920560605027081084290769293201912819

4467627007





Diffie-Hellman basic principle. Colours used instead of 

huge numbers



Mixing paint is a one-way function. Impossible to 

separate into individual colours 



They both have a common secret consisting of

1/3 yellow + 1/3 orange + 1/3 blue = Common colour



hashes

ÅA hash is a mathematical onewayfunction

ÅA digital fingerprint of a dataset

ÅMaps variable length data to fixed length data

ÅUsed for example to protect passwords

ÅMD5 is still used

ÅMD5 hash is considered compromised

ÅOther hashes such as SHA-1, SHA-2 and SHA-3 are more 
secure. SHA-3 the most secure.



Hash exampleNote the output of the hash function all have the same 

length ðregardless of the input value size. 

The hash value is called the digestA small change in the input value yields a totally 

different digest



UA SIP PROXY

REGISTER john@domain.com

401 Unauthorized nonce = 19485726

Username: john@domain.com

Password: ABC123

Username: john@domain.com

Password: ABC123

REGISTER john@domain.com digest=26bfc76721b

200 OK

ÅThe password are known to the client and the server.

ÅThe òhackeró captures all packets

The client tries to REGISTER with its public username ð

the SIP URI ðwithout password

The server rejects the REGISTER and responds with 

answer code 401 Unauthorized and adds a randomly 

chosen nonce

The client uses the nonce and the password to 

calculate a hash

òABC123:19485726ó ->MD5-> 26bfc76721b

And try to register again

The server uses its own nonce and the password to 

calculate a hash

òABC123:19485726ó ->MD5-> 26bfc76721b

If the hash is equal to the hash received from the 

client - proves the client knows the secret password

The hacker has learned

The username ðthe public URI

The nonce

The hashõedpassword+nonce

Next time the server will choice a new random nonce

Basic principle



Wireshark capture

ÅPacket 160 ðclient register request

ÅNo password attached

ÅPacket 161 ðRegister rejected

The server adds a nonce in the packet to the client



Wireshark capture

ÅPacket 160 ðclient register request

ÅNo password attached

ÅPacket 161 ðRegister rejected

ÅPacket 162 ðclient register request

ÅHash digest included 

The hashed password and nonce



Wireshark capture

ÅPacket 160 ðClient register request

ÅNo password attached

ÅPacket 161 ðRegister rejected

ÅPacket 162 ðClient register request

ÅHash digest included 

ÅPacket 163 ðServer registers client

ÅThe client is online 



ÅHashed Message Authentication Code (HMAC) 

ÅIncludes a secret key in the hash calculation

ÅEavesdropper cannot tamper with packets
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HMAC



ÅA digital signature provides three benefits:

ÅAuthentication ðWho you are

ÅData integrity ðData not tampered

ÅNonrepudiation ðProves that it is you. (You cant say itõs not you)

ÅA digital certificate needs a trusted third party ða CA

ÅA Certificate Authority hands out digital certificates

ÅPublic key certification from CA ensures you trust the other party
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Digital signatures



ÅKey management deals with

ÅGenerating keys (Symmetric and assymmetric)

ÅVerifying keys

ÅStoring keys safely

ÅDestroying keys after end-of-life

ÅNext-generation Encryption protocols

ÅNSA suite A cryptography ðClassified algorithms (Wikipedia link)

ÅNSA suite B cryptography ðPublic algorithms (Wikipedia link)
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Key management

https://en.wikipedia.org/wiki/NSA_Suite_A_Cryptography
https://en.wikipedia.org/wiki/NSA_Suite_B_Cryptography


ÅIPsec is a suite of protocols used to protect IP packets for decades

ÅUsed for both remote-access and Site-to-Site VPNõs

ÅBoth parties would need a PSK ðPresharedKey or a CA digital certificate

ÅTLS/SSL ðTransport Layer security/Secure Socket Layer

ÅSSL was developed by Netscape ðFirst version in 1995

ÅTLS version 1 was introduced as a new version of SSL version 3 in 1999

ÅTLS/SSL is used to make HTTPS: connections

ÅTo make a secure connection only one party needs a digital certificate

ÅSSL server test (Link) - https://globalsign.ssllabs.com/
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IPsec and TLS/SSL

https://www.globalsign.com/en/blog/ssl-vs-tls-difference/
https://globalsign.ssllabs.com/
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VPN technologies review



ÅThis section covers the moving parts and pieces involved with the 
public key infrastructure
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PKI ðPublic Key Infrastructure



ÅAkey pair is a set of two keys that work in combination with each 
other as a team

ÅFor example, the private key for a web server is known only to that 
specific web server

ÅThe public key ðis well public 

ÅData encrypted with the public key can only be decrypted with the 
web servers private key

ÅThis is called:

Åpublic key cryptographyor asymmetric key cryptography
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Public and Private Key Pairs
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Public and Private Key Pairs

ÅKey generation process

41421356237309504880168872420969807856
73247846210703885038753432764157273501
72126441214970999358314132226659275055

Huge random number Assymetric key generator

 Public 

Private
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Asymmetric key distribution

ÅBob distributes his public key to Alice

ÅAnybody could intercept his key

  

  

Internet

Private
Public

Og så blev 

Klods-Hans 

konge, fik en 

kone og en 

krone

Transmision - 

Alice
Receiver - Bob
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Asymmetric key en/de -cryption

ÅUsing the public key ðAlice encrypts the secret message

ÅThe only key that can decrypt the message is Bobõs private key
ÅWhat's encrypted with the public key can only be decrypted with the private

ÅWhat's encrypted with the private key can only be decrypted with the public

  

Encryption algorithm Decryption algorithm

Internet
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Public
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Asymmetric key for identity

ÅIf bob from a trusted third party got Aliceõs public key Alice and

ÅAlice proves she has the private key ðBob know he is talking to Alice

  

Encryption with two keys Decryption with two keys
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ÅBob and Alice each generate their own key-pair

ÅThey enroll with a CA (Certificate Authority)

ÅThe CA know the IP addresses, names and public keys of Bob and Alice

ÅThe CA generate and send Digital Certificates to Bob and Alice

ÅThe CA signesBob and AlicesDigital Certificates ðauthenticating them

ÅWhen Bob and Alice want to authenticate each other they

ÅSend their Digital Certificate to the other party

ÅThey verify  the authenticity of the certificate by checking the signature of a 
CA 
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RSA algorithm keys and certificates



ÅBob takes some data and

ÅGenerate a hash from the data

ÅEncrypts the hash with his private key

ÅTransmit the data and the encrypted hash in an encrypted packet

ÅAlice receives the data and the encrypted hash 

ÅAliceõs computer obtains Bobõs public key from the CA (www.bob.dk)

ÅAlice decrypts the hash with Bobõs public key

ÅAlice generate a hash from the data

ÅIf Bobõs hash and Aliceõs hash are equal ðBob has proved his identity
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Creating a Digital Certificate
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ÅA CA is a computer or entity that generates and issues digital 
certificates.

ÅInside the certificate is information about the identity of a device

ÅSuch as

Åfully qualified domain name (FQDN) - fx. www.Mercantec.dk

ÅPublic key 
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Certificate Authority - CA

http://www.mercantec.dk/


ÅA root certificate contains the public key of the CA server
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Root Certificate



Chapter 6
Fundamentals of IP security
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The goal of IPsec
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The goal of IPsec

ÅConfidentiality:
ÅProvided through encryption changing clear text into cipher text.

ÅData integrity:
ÅProvided throughhashingand/or through Hashed Message Authentication 

Code (HMAC)

ÅAuthentication:
ÅProvided through authenticating the VPN peers near the beginning of a 

VPN session usingpre-shared keys (PSK)or digital signatures

ÅAntireplayprotection:
ÅWhen VPNs are established, the peers can sequentially number the 

packets



ÅIPsec uses theInternet Key Exchange (IKE)protocol to negotiate 
and establish secured site-to-site or remote accessvirtual private 
network (VPN)tunnels

ÅIKE is a framework provided by theInternet Security Association 
and Key Management Protocol (ISAKMP)

ÅIn IKE Phase 1 IPsec peers negotiate and authenticate each other.

ÅIn Phase 2 they negotiate keying materials and algorithms for the 
encryption of the data being transferred over the IPsec tunnel.
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Internet Key Exchange (IKE) Protocol



ÅThere are two versions of IKE:

ÅIKEv1:Defined in RFC 2409,The Internet Key Exchange

ÅIKE version 2 (IKEv2):Defined in RFC 4306,Internet Key Exchange (IKEv2) 
Protocol

ÅIKEv2 enhances the function of performing dynamic key exchange 
and peer authentication
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Internet Key Exchange (IKE) Protocol



IPsec

ÅIPsecis standardizedand not properatary. (Cisco)

ÅIPsecer scalableand can be used from small to hugenetworks



Abbrevations

ÅISAKMP (Internet Security and Key Management Protocol)

ÅEstablish, negociateconnections

ÅSA (Security Association)

ÅThe securepartner in the other end of the VPN connection

ÅRSA(Rivest, Shamir og Adleman)

ÅAssymetricencryptionalgorithm

ÅCA (Certificate Authority)

ÅDigital signatureprovider



Agenda og forkortelser

ÅIPsecprotocols
ÅIKE (Internet Key Exchange)
ÅESP (EncapsulatingSecurity Payload)
ÅAH (Authentication Header)

ÅIPsecencryption
ÅDES (Data EncryptionStandard)
Å3DES (TripleData EncryptionStandard) 
ÅAES (Advanced EncryptionStandard) 

ÅHASH: Digital fingerprint
ÅHMAC (Hash-basedMessage Authentication Code)
ÅMD5 (Message Digest 5)
ÅSHA (Secure Hash Algorithm) 



IPsec overview

ÅData Confidentiality ð(option i IPsec)
ÅKryptering af data i transit. 

ÅKrypteringsalgoritmer i ESP: DES, 3DES, AES

ÅData Integrity ð(Mandatory i IPsec)
ÅData er ikke ændret i transit.

ÅHASH værdi: MD5, SHA

ÅData origin authentification (Mandatory i IPsec)
ÅSikkerhed for partners identitet

ÅIdentifikation: RSA signatur eller Preshared-key

ÅAnti replay ð(Option i IPsec)
ÅMan kan ikke õoptageõ og gentransmitere en transaktion.
ÅSekvensnumre i pakkerne skal passe.



IPsec overblik

ÅIKE (Internet Key Exchange)

ÅExchange of keysand security parameters

ÅESP (EncapsulatingSecurity Payload)

ÅCan secure

ÅConfidentiality(Encryption) 

ÅIntegrity(data not changedin transit)

ÅAuthentication ( Identity of transmitter)

ÅAnti-replay(Data canõtbe retransmitted. (Sequencenumbers))

ÅAH (Authentication Header)

ÅCan secure

ÅIntegrity(data not changedin transit)

ÅAuthentication ( Identity of transmitter)

ÅAnti-replay(Data canõtbe retransmitted. (Sequencenumbers))

ÅCantsecure

ÅConfidentiality(Encryption) 



Principle: Normal Routning


