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The BitTorrent application is a peer-to-peer software application that facilitates audio, video, and image 
file-sharing between clients. The BitTorrent application provides complete distributed file-searching and 
file-sharing with other peers running the BitTorrent application.

The Network-Based Application Recognition (NBAR) BitTorrent Packet Description Language 
Module (PDLM) adds BitTorrent to the list of available protocols on a router that NBAR can identify 
and classify. With this PDLM, NBAR can identify and classify BitTorrent file transfer traffic.
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Installation Requirements
To install the BitTorrent PDLM, one of the Cisco IOS software versions must be in use on your network:

• Cisco IOS Release 12.1

• Cisco IOS Release 12.2T

• Cisco IOS Release 12.2S

• Cisco IOS Release 12.3

• Cisco IOS Release 12.3T
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Installing the BitTorrent PDLM
To install the BitTorrent PDLM, complete the following installation procedure.

Note Beginning with Cisco IOS Release 12.4T, the BitTorrent PDLM is “native” to (that is, automatically 
included with) your Cisco software. If you are using the Cisco IOS Release 12.4T (or higher), you 
do not need to complete the installation procedure listed below. 

Prerequisites
If you are using TCP port 6346 for both Gnutella and BitTorrent traffic, see the “Usage Notes” section 
on page 3 before completing the installation procedure listed below.

Installation Procedure

Step 1 Ensure that TCP ports 6881 through 6889 are not currently being used in NBAR for other protocols. The 
show ip nbar port-map command output provides a list of NBAR mapped ports if you are unsure of the 
NBAR port map configurations on your router. If this port is not currently mapped in NBAR, you can 
proceed to Step 2.

Note If you previously loaded a PDLM before loading the BitTorrent PDLM and one of more of the 
aforementioned TCP port numbers (6881 through 6889) is mapped in NBAR to monitor 
non-BitTorrent file transfer traffic, see CSCed80494 in the “Caveats” section on page 5 before 
proceeding.

Perform this step even though the BitTorrent PDLM that is currently available on Cisco.com will identify 
BitTorrent file transfer traffic on any port.

Step 2 Download the bittorrent.pdlm file from Cisco.com onto a server.

Step 3 Enter the copy source-url device command, where the source-url is the location of the server where you 
downloaded the bittorrent.pdlm file in Step 2, and device is a flash file system on your router. 

Step 4 Enter the dir device command to verify that the bittorrent.pdlm file was copied onto flash memory.

Step 5 Enter the ip nbar pdlm <device>:bittorrent.pdlm command to load the BitTorrent PDLM onto the 
Cisco IOS software, where device is the flash file system that contains the bittorrent.pdlm in Step 3.

Step 6 Enter the show ip nbar port-map, show ip nbar pdlm, or the match protocol ? command to confirm 
that BitTorrent is listed as a supported protocol.
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Usage Notes
• The BitTorrent PDL module identifies and classifies most BitTorrent traffic regardless of port.

• Both BitTorrent and Gnutella traffic use TCP port 6346 as a well-known port. In some cases, a traffic 
flow on TCP port 6346 can be identified and classified by NBAR as Gnutella traffic if BitTorrent 
traffic uses TCP port 6346 after Gnutella traffic has already used the port. When this situation 
occurs, BitTorrent traffic can be forwarded as Gnutella traffic and statistics from NBAR show 
commands will indicate that BitTorrent traffic is Gnutella traffic.

Workarounds:

– This problem only occurs with version 1 of Gnutella, so you can avoid this problem by 
upgrading to Gnutella version 2 or higher.

– Define TCP port 6346 for either BitTorrent or Gnutella traffic, but not both. By default, NBAR 
maps this port to Gnutella, so do not change this configuration if you want TCP port 6346 to be 
used for Gnutella traffic. Use the ip nbar port-map bittorrent tcp 6346 command to set the 
NBAR port mapping on TCP port 6346 to BitTorrent.

– In some cases, you may want to configure one class-map to classify both BitTorrent and 
Gnutella traffic. This configuration is only advisable if you can apply QoS identically to 
BitTorrent and Gnutella traffic in your network.

Configuring NBAR to Identify BitTorrent File Transfer Traffic
Enter the following commands while configuring a class-based QoS policy to create a class map that 
identifies and classifies BitTorrent file transfer traffic:

class-map [match-any | match-all] class-map-name
match protocol bittorrent

In the following example, all BitTorrent file transfer traffic entering fastethernet interface 1/0 is dropped:

class-map bittorrent
 match protocol bittorrent
 
policy-map drop-bittorrent
 class bittorrent
   drop 

interface fastethernet 1/0
service-policy input drop-bittorrent

In the following example, BitTorrent file transfer traffic is given one percent of the available bandwidth 
for all traffic entering fastethernet 1/0:

class-map bittorrent
 match protocol bittorrent

policy-map limit-bittorrent
  class p2p
   bandwidth percent 1

interface fastethernet 1/0
service-policy input limit-bittorrent
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Monitoring BitTorrent File Transfer Traffic
Various commands can be used to monitor an NBAR-supported protocol. A few of the more commonly 
used commands to monitor NBAR-supported traffic are various options within the show policy-map and 
show ip nbar commands.

The show policy-map interface command can be used to monitor BitTorrent file transfer traffic once 
the PDLM has been loaded. The following example provides some sample output from the show 
policy-map interface command after a traffic policy containing the match protocol bittorrent 
command has been attached to an interface and some BitTorrent file transfer traffic has traversed that 
interface:

Router# show policy-map interface

class-map:MY_CLASS (match-any)
       2328916730 packets, 1090852665766 bytes
       30 second offered rate 21341000 bps, drop rate 9051000 bps
       match:protocol napster
         234766845 packets, 30916662452 bytes
         30 second rate 477000 bps
       match:protocol bittorrent
         578005061 packets, 120574330509 bytes
         30 second rate 1901000 bps
       police:
         12288000 bps, 384000 limit, 384000 extended limit
         conformed 1796061882 packets, 643563973586 bytes; action: transmit
         exceeded 0 packets, 0 bytes; action:drop
         violated 532854861 packets, 447288700476 bytes; action:drop
         conformed 12288000 bps, exceed 0 bps violate 9051000 bps

     class-map:class-default (match-any)
       13354211676 packets, 4628352934122 bytes
       30 second offered rate 85935000 bps, drop rate 0 bps
       match:any
         13354211676 packets, 4628352934122 bytes
         30 second rate 85935000 bps

.

.

.

The following example shows output from the show ip nbar protocol-discovery top 5 command where 
more BitTorrent file transfer packets have traversed the interface than any other packet types that can be 
monitored using NBAR Protocol Discovery.

Router# show ip nbar protocol-discovery top 5

 Ethernet1/1 
                            Input                    Output                  
                            -----                    ------                  
   Protocol                 Packet Count             Packet Count            
                            Byte Count               Byte Count              
                            5min Bit Rate (bps)      5min Bit Rate (bps)     
                            5min Max Bit Rate (bps)  5min Max Bit Rate (bps) 
   ------------------------ ------------------------ ------------------------
   bittorrent  152                      0                       
                            50431                    0                       
                            0                        0                       
                            3000                     0                       
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   netbios                  3                        0                       
                            274                      0                       
                            0                        0                       
                            0                        0                       
   icmp                     2                        0                       
                            212                      0                       
                            0                        0                       
                            0                        0                       
   bgp                      0                        0                       
                            0                        0                       
                            0                        0                       
                            0                        0                       
   citrix                   0                        0                       
                            0                        0                       
                            0                        0                       
                            0                        0                       
   unknown                  120                      0                       
                            9217                     0                       
                            0                        0                       
                            3000                     0                       
   Total                    277                      0                       
                            60134                    0                       
                            0                        0                       
                            6000                     0 

Caveats
The following known caveat can occur while loading PDLMs:

• CSCed80494

When you attempt to remove a mapped port configuration in NBAR by entering the no ip nbar 
port-map protocol-name port-numbers command, the port or ports that should be removed from 
NBAR are not removed. This problem usually occurs when a PDLM is loaded after the mapped port 
configuration that the user is trying to remove is initially configured.

Workaround: 

Instead of removing the mapped port configuration in NBAR, reconfigure NBAR to monitor the 
protocol to an unused port number by using the ip nbar port-map protocol-name port-numbers 
command. If this workaround causes problems, you can also use the following workarounds:

– If remapping the protocol to an unused port is not possible and the current configuration has not 
been saved to the startup configuration file in NVRAM, reload the router and enter the no ip 
nbar port-map protocol-name port-numbers command before downloading the PDLM.

– If the PDLM load configuration has been saved to the startup configuration file in NVRAM, 
re-initialize the startup configuration to remove the relevant protocol port numbers in NBAR.
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BitTorrent PDLM History
Table 1 lists the BitTorrent PDLM version number and the corresponding modifications.

Table 1 BitTorrent PDLM History

BitTorrent PDLM 
Version Modification

1 The BitTorrent PDLM was introduced.

2 Version 2 was introduced.


	Contents
	Installation Requirements
	Installing the BitTorrent PDLM
	Prerequisites
	Installation Procedure


	Usage Notes
	Configuring NBAR to Identify BitTorrent File Transfer Traffic
	Monitoring BitTorrent File Transfer Traffic
	Caveats
	BitTorrent PDLM History

